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Overview

The NWN2 Toolset includes a set of utilities that will allow you to prepare your Persistent World
module for use with the Autodownloader. This document will step you through the process of any
required setup, as well as some advanced options that are available.

Requirements

The NWN2 server itself does not host the files that players need. Instead, it essentially tells the players
which files are required, and where to find them. This means that you will need an external web or
FTP server to host your files.

If you are not able to obtain this, you may host them yourself using a free web server such as lighthttpd
(http://www.lighttpd.net/) or apache (http://httpd.apache.org/). You can run this on the same server or
network that is hosting the NWNZ2 server itself, but this is strongly recommended against if it can be
avoided.

By hosting files on the same network as the game itself, this means that you are sharing bandwidth with
the game server. This means that it's very likely when players are downloading updates for your
server, anyone playing on your server at that time will encounter lag spikes.
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Download Server Setup

Before you can prepare any resources for downloading, you must first tell the toolset about the servers
that you will be using to host your downloads. To do this, select menu option File -> Shared Content -
> Manage Download Servers.

This will display a dialog similar to the one below:

Base URL - Usemame Password | _Add I

The first field is “Base URL”. This is the place from which players will download files; any files kept
on this server will be found in the location you provide. You can specify an ftp location, such as
“ftp://www.example.com/pub/files” or an http location such as “http://www.example.com/downloads/”
by double-clicking under the “Base URL” column heading.. If your server is password protected, you
must also enter a username and password.

You can specify as many servers as you want, though most PWs will use just one. After you have
entered a server, the window will look something like this:
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Base URL Usemame Password [ Add ]

*  hitp://www example.comfiles/ files/

Note the asterisk in the first column. This indicates that the server is the default server - which means
that when a new game resource is added for downloading, the toolset will assume that you want it to be
available to players from the default server. You can change the default server by selecting an alternate

server and choosing “Set Default”.

More details will be provided in the “Advanced” section below on configuring alternate or multiple
Servers.
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Prepare Downloadable Files

After you have set up at least one server, you will be able to proceed to the next step, preparing the files
for download. To do this, choose File -> Shared Content -> Prepare Downloadable Files. This will
cause a window similar to the one below to be displayed:

Prepare Downloadable Files

Cument Activity: Checking: gesel_old_city tnc
Cument Progress: l iiiii ]
Total Progress:
L |
Size Completed: ' 0/83 MB Elapsed Time: n/a
Files Completed: 0 / 26 (26) Estimated Time Remaining: 'n/a

The toolset will immediately begin scanning your module and campaign for any new or modified files.
As it finds new or modified content, it will update the “Size” and “Files” fields, showing you how
many files it needs to process. Once it is done, you will see the total number and size of the files to be
processed. This may take from one to two minutes, depending on the size of your module.

For most people who will be hosting their files at a single location, you can just press “Stage” now.
Staging files consists of compressing them (which allows for faster download times), and putting the
compressed file into a folder for you to upload.  Staging will only prepare files that are new or
modified since the last time your executed “Stage”. This process will stage only files that have not
been previously staged. The folder defaults to “My Documents\Neverwinter Nights 2\staging\client”;
however, you can change this in toolset settings, under “General” options.

The first time you run the staging process, be patient. It may take quite some time depending on the
size of your module and the speed of your computer - from 20 to 40 minutes can be expected in most
cases. While this is running, you'll be kept up-to-date with estimated time remaining:
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Prepare Downloadable Files

Cument Activity: | Staging: gesel_slums trx [ Aport J

Gurert Progress: (FNNNNARRRRRNNAN 1

Total Progress: | E ‘

Size Completed: 6/821 MB Elapsed Time:  00:00:06

Files Completed: | 18 / 145 Files Estimated Time Remaining: | 00:12:45

Important note: There are up to three new files that are created and saved with your
module/campaign. These files must be available to the server for downloads to function properly. The
files are as follows:

e servers.xml - contains information about the download servers that you have configured. The
server reads this file in order to know what server information to provide to the players.

e moduleresources.xml - contains information about the required module resources which players
must download. The server reads this file in order to know what files to inform the players of.

e campaignresource.xml - contains information about the required campaign resources which
players must download. The server reads this file in order to know what files to inform the
players of. This is only created if your module is using a campaign.

The files listed above will be updated every time you run the client staging process.

Modified File List

There is an additional file written out to the client staging location, named “files.txt”. It consists of a
list of modified files, and the location(s) they are expected to be available. This file is here as an aid if
you wish to automate the process of uploading modified files.

Each download location will cause one line to be written in the format “filename tab server”. For
example:

my_areal.trx.lzma http://www.example.com/files
my_worldmap.tga.lzma ftp://ftp.example.com/pub/files

Existing content in the file will be preserved between multiple runs of the resource preparation tool. A
blank line will be written to separate new entries from old.
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Uploading Files

Once all files are prepared, it is up to you to upload them to the server(s) that will be hosting them.
These files are created in the Client folder you created during the staging process. You can usually do
this using the FTP tool of your choose; “FileZilla” is a good free FTP client. If you are hosting the files
from your network, you can copy them directly to their final location.

Remember to upload the files to a location that matches the one you provided. For example, let's say
you provided “http://www.example.com/files” as the download location. This means that when you
upload the files, you must upload them to the “files” subdirectory. If you are using a web hosting
provided to host your downloads, this may be in a location such as “/httpdocs/files”, or just in “/files”,
depending on how the server is configured.
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Preparing Server Files

A new feature has been added to the toolset which automatically copies out the files that the server
needs to a location of your choosing. This copies only the files needed by the server, and not the
client; it will copy only files modified since the last time it was used. This tool is available by
selecting File -> Shared Content -> Prepare Game Server Files...

This will present you with the screen below:

Prepare Game Server Files

Press Stage to begin staging modffied files required for the server.

Staging Location: |DZ"'I.pI'0ﬁ|E"'-.M}’ Documents Meverwinter Nights 2staging“server | B [ Close ]
[ ] Skip staging of hak files faster i you know they have not changed)

Here you can specify the location server files should be copied to. It will determine what has been
modified by looking at what is already there, so it would be best if you used the same location
consistently. This tool does not compress the files. After pressing “Stage”, you'll see something like

this while it runs:

Prepare Game Server Files

Checking: laress_swamp_north. TRX

Staging Location: |D:profile' My Documents \Meverwinter Mights 2 staging*server
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The files will be staged to the provided location in the same folder structure used by the server itself:

8% hak
File Edit Wew Favorites Tools Help
[ 3 Back - () ? P ) search |u “; Folders E"
1) D:Yprofile\My DocumentsiMeverwinter Mights 2\staging'serverthak
Folders x Name
g Override ~ @ kd_vmgr_v31.hak
) patch B | @ kd_wfx_v5.hak
T) portraits @ kd_main_va.hak
) pwc @ rws_castle_imp.hak

11 objects

z
+ |-T) saves
¥

@ kemo_chairanims. hak
@ kd_materials_v5.hak
@ kd_tiles_v4.hak

@ kd_items_w2.hak

Igi) resources

7 servervault

T staging
I dient @kd_placeables_\rz.hak
=1 () server @ kd_char_v1.hak
= |2 Campaigns @ kd_icons_v1.hak

ourCampaign

=l |[Z) Modules
I YourModule
= tk
7 texturepacks
g tk

] [T ui
+ |Z) Meverwinter Mights 2 [Merchant Old]
F 70 Meverwinter Mights 2 [PlavOrial il |ES

533 MB

-o®
Iy

L

~ a Go

Size Type
1KE HAKFile
6,154KB HAKFile
3,813KE HAKFile
3,689 KB HAKFile
87,143KB HAKFile
70,4592KE HAKFile
143,596 KB HAK File
90,082KB  HAK File
133,175KEB HAKFile
949 KE HAK File
2,008KB HAK File

_J My Computer

Modified File List

In the base location “staging\server”, you will see that a file “files.txt” has been created. This file
contains a list of each modified resource that was staged, using a relative path format. For example:

hak\kd_icons_v1.hak

hak\rws_castle_imp.hak
hak\kemo_chairanims.hak
Campaigns\YourCampaign\map.WMP
Campaigns\YourCampaign\some_encounter.UTE

This file will not be overwritten; instead new additions to it will be separated by a blank line.

The intent is the same as for the modified file list that gets created when you run the client resource
staging: if you wish to automate handling of server files after they are updated, this can be used to

know which (if any) files have been changed since the last update.

This file will be updated every time you run the server resource staging process.

Obsidian Entertainment
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Advanced Options

The information above details basic usage of the downloader-related tools provided by the toolset.
There are additional options available for those who can make use of them.

Multiple Download Servers
Multiple download servers are supported in a couple of ways.

e You can assign specific resources to specific servers, for example you may want to host hak
paks at a different server from your TRX file.

e You can assign resources to be available at multiple servers or 'mirrors’. The advantage to this
is that when NWNZ2 attempts to download a file for a player, it will try multiple locations. If
you configure two or more servers to host your files you configure two servers to host your
files, one server has gone down or has a bad copy of the file, NWN2 will automatically retry
from the secondary server.

You can add multiple servers by following the instructions in the “Download Server Setup” section.
There are two ways to assign resources to multiple servers. If you wish to do so for many files at once,
the quickest way will be by selecting the “Assign Servers...” button on the “Prepare Downloadable
Files” dialog:

Curmrent Activity: | 15 / 154 files to be updated. I Stage

Cument Progress: [ ] l Edit Files... ]
Total Progress: l ] fssign Severs... |
[ Done ]
Size Completed: 0 /27 MB Elapsed Time: n/a
Files Completed: |0/ 15 Files Estimated Time Remaining: n/a

This will display the following screen:
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Manage Files by Download Server

Select a server from the list, then assign resources to it. Fo—

htto: /Awaw example com s/ Reset Al

ftp://ftp example.com/pub/

1

Close

[ 1 Show only resources that are not assigned to at least one server.

Select the server to which you wish to assign or unassign files from the dropdown list. By default, all
new resources will be assigned to the server you have designated as 'default” in the server setup. Note
that you can also add additional servers from this location, by clicking on the Servers... button.

When you select the default location, you will see all files listed on the left. This means that they are
assigned to this server for downloading:
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Manage Files by Download Server

Select a server from the list, then assign resources to it.

Servers...

hittp:/Swww example com files,

Assigned Resources: Available Resources:

Resst Al

gesel_docks_lllanthra tre [A]
st_jalis_monastery_grounds i
st_jalis_monasten tne
solan_temple_of_alara_lower tnc
gesel_core_shippers_guild trc
gesel_slaver_docks_guild tnc
gesel_slaver_docks_guild_down trc [E]
solan_manor_house_1st trc
gesel_slaver_docks_charde_house tno
gesel_docks_kalis_house trc
gt_jalis_monasteny_caves tno
laress_road_bugbear_cavesim
unused_temple_crypt_|1 i
laress_swamp_north tnc
gesel_core_aresir_f1.im
gesel_east_gate_jalk_housetre
laress_road tno [V]

1

Close

[ 1 Show only resources that are not assigned to at least one server.

However when you select the secondary server for the first time, you will see all resources showing up
in the right hand list - that means that they are not assigned to this server.

Obsidian Entertainment
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Manage Files by Download Server

Select a server from the list, then assign resources to it.

ftp:/ftp example .com/pub/ [v]

Assigned Resources: Available Resources:
solan_julies_hearth_gnd trx [»] Close

gesel_east_gatetn
gesel_slums_kava_house tn
st_jalis_monastery_cellarin [ E ]
hal_of_the deadir _
unused_forgotten_crypt tnc
gesel_slums_dobras_house toc
gesel_old_city i
unused_solan_founder_crypt tec
gesel_core_block_and_pamy .t
gesel_docks_drydock_inn tre
gesel_core_carters_guild toe
gesel_core_inventors_hall_arch tnc
gesel_slaver_docks_slavg_n e
gateway_to_khalidine tnc
laress_road_hemit_house_attic tnc
golan_manor_house_gnd tnc [V]

",
I E

[ 1 Show only resources that are not assigned to at least one server.

You can assign resource to the selected server by selecting one or more entries from the “Available”
list, and clicking the “ < button. You can assign all resources to the selected server by clicking the *
<<” button.  To unassign resources from a server, select them in the “Assigned Resources” dialog
and click the “> " and “ >>” buttons in the same fashion.

Clicking “Reset” will rest all resources to be assigned to only the default server.

Important Note

If you attempt to close this dialog while one or more downloadable resources have no download server
assigned, you will see the message below:

You have some resources that cannot be downloaded because they are not assigned to a server. Are you sure that you wish to continue?

L ;es J [ Mo

If you c¢click “Yes” and continue without ensurin
server, players will not be permitted to log into your server. This is because the players will be
unable to download all of the required files for your server.
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Additional Resource Options

There are additional options available if you select the “Edit Files...” button from the “Prepare
Downloadable Files” screen:

Prepare Downloadable Files

Cument Activity:

S / 154 files to be updated.
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[ Stage J

Curmrent Progress: [

] q Edit Files... I?

Total Progress: [ ] : Assign Servers. . J
[ Done ]
Size Completed: 0/7 MB Elapsed Time: n/a
Files Completed: 0/ 9 Files Estimated Time Remaining: n/a

This will display the following screen:

Manage Files Indrridually

Filter: |

I

Edit..

Select one or mare tems below to edit them.

gesel_slums i
aesel_east_ogate_vistempleup tne
gesel_below_tunnel tn
gesel_slums_shalford_house i
gesel_core_sewers_south tnc
gesel_core_herb_shop tn
aesel_core_hospital tne
unused_solan_merchants tnc
gesel_core_herb_shop_up i
golan_jacobson tne
laress_swamp_south tno
alders_fam i

a

[v]

Close

From here, you can choose one or more files that you wish to modify download options for. Once
you've made your selection, click “Edit...” to continue. This will display the following dialog; the
options on it are detailed below:

Obsidian Entertainment
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gesel_east_gate vistempleup.trx

COwvemide URL:
Assigned Servers: Available Servers:
http:/Awanw example com files/ ftp://ftp example .com/pub/

e
-~

Servers...

[] Critical resources) {never cached on the cliert)

[ ] Exclude from download: the game will not attempt to download these file(s)

Override URL

In some cases, you may wish to host files at a specific location. One example that comes to mind
would be hosting large hak paks with nwvault.ign.com, instead of on your own web servers; or even
using hak paks that are already hosted there by others. Autodownloader supports this by allowing you
to provide a specific URL that can be used to retrieve your file.

For example, let's say you have a hak named “example.hak” that you wish to host on nwvault. You
would upload the file (compressed in LZMA format) to the vault, and once the upload was approved
the page for your entry would have a download link that looks similar to this:

http://nwvault.ign.com/fms/Download.php?id=55555

If you configure “example.hak” with this has the value for its download override location, then when
NWN?2 tries to download this file, it will get it that location instead of looking at your usual download
Servers.

If a file is configured with both a download override location and one or more servers, the override
location will be tried first. The additional servers will only be used if the download from the override
location fails.

If in the prior screen (“Manage Files Individually”) you have chosen multiple files, the Override URL
will be disabled. This is because the override URL represents the location of one specific file.
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Server Assignment

Also presented here is another way to manage server assignment. As opposed to the previous “Manage
Files by Download Server” in which you assign resources to servers, here you assign servers to the
selected resources. It otherwise works in the same way.

Critical Resources

By checking the “Critical Resource” box, you designate the selected files as “critical”. This relates to
how the files are verified after NWN2 downloads them. If the server enables client-side caching,
information about each file may be saved on the player's machine after it is downloaded. This allows
for faster downloads in the future, since the full file does not need to be scanned.

While many precautions are taken to prevent tampering even when caching is in use, the fact that this
information is cached does give a potential hacker an attack vector for performing undesired
modifications to files.

Marking a file as “Critical” means that no information will be cached about the file - NWN2 will
validate the file multiple times as the player goes through the process of connecting and logging in to
your server.

Excluded Resources

Checking the “exclude from download” box simply makes it so that the resource is not downloaded by
players. This could be useful if you have areas in your module that are still under development or in
testing, and you don't wish to make them generally available yet.
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Recommendations

Below are some recommendations for how you can improve your players' experience, as well as
helping to reduce the chances of players successfully hacking/cheating:

Instead of using a large number of large hak files, try to use a smaller number of mid-sized
ones. This will make validation and downloading faster for your players over time.

If you do have one or more large hak paks, and you need to update resources in them, create a
new hak pak instead, containing the modified resources. For example if you have “tiles.hak”
that is 300MB; and an update needs to be made, create a new hak “tiles v1.hak” instead of
updating the original. Place this hak higher up the list in the toolset to ensure that it takes
precedence over the older one with the incorrect files.

Try not to use a large number of “loose” files in your module or campaign folder, specifically
XML and 2da files. This only applied to files used by players - this does not apply to blueprints
and scripts, for example, because those files are only used by the server.

A very high number of small files will slow down the validation and download process for your
players. In addition, it presents a minor security risk in that players could delete files they don't
want after validations are completed, but before the file is used in-game. (For example, a
custom contextmenu.xml located in your Campaign folder.)

Make a single hak file that contains ALL 2da files, even those that you have not modified. If
they are present in a hak pak, then players will not be able to override them in any way. It is

recommended to do this even if you have “disable client override” enabled on the server. The
compressed size of such a hak is currently under 1IMB.

Similarly, make a single hak file that contains ALL Ul XML files, even those you have not
modified. This is for similar reasons as creating the 2da hak pak. The compressed size of such a
hak is less than 100kb at present. As with the 2da hak, it is recommended to create this even if
you have “disable client override” specified on the server.

Designate the ui and 2da hak paks as “critical” haks.

Do NOT overuse the “critical” designation - if you download large hak paks or TRX files as
“critical”, it has the potential to significantly slow down the process of connecting to your
server.
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